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Executive summary

The requirements and processes specified in this draft status document are not intended to be implemented
in isolation but rather integrated into existing processes. To this effect, Azure implementer should map their
existing processes and frameworks to those proposed by .NET/Azure application security, thus reducing the
impact of implementing .NET application security.

.NET/Azure application security is applicable to in-house developed applications, applications acquired from
third parties, and where the development or the operation of the application is outsourced.

This documents hosts diagrams intended to visualize the Application Security Controls used on a hypothetical

use cases, usage scenarios and PoC projects. Many teams will/can/should add other security and privacy tasks
that are specific to their projects.

Relationship to other documents (release date schedule ~ TBD)

[ ]

Corporate Binding Rule Scheme (CBRS)

Cloud based inter/intra-

organizational secure
] transfers of data across
boundaries

.NET/Azure Curriculum

Technology-specific Training

TBC.
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1. Internet Service Bus Orchestration

Internet Service Bus Orchestration
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2. Enterprise Service Bus Pattern

Enterprise Service Bus Pattern
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3. AppFabric Service Bus and Access Control Service Bus Integration

AppFabric Service Bus and Access Control Service Bus Integration
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4. Dedicated Service Bus Endpoints in corporate service namespace

ACS creates dedicated Service Bus endpoints in your service namespace

Security
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5. Transport Client Credential Types
Transport Client Credential Types

Transport Credentials type SAML

1

/—]
!/ SAML TOKEN
Client is already authenticated by any other system =D
Some credential Server (e.g. ADFS)
Service authenticates and authorizes
Transport Credentials type SHARED SECRET
Create
. T M Issuer Name
&
Access Control Service Issuer Key

-SWT -Shared Secret
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Transport Credentials type SWT (JWT by custom code)

Create
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1 Access Control Service
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- jl
Self issued Token by client
Service does not authenticate and authorize

Transport Credentials type Unauthenticated
|

} Access Control Service

CLIENT unauthenticated

Service authenticates and authorizes

Page 6

Corporate Binding Rule Scheme (CBRS) v 0.1, Version .1 Draft

© VBIC
’Prepared by Olaf Cames

Corporate Binding Rule Scheme (CBRS) v 0.1” last modified on 9/28/13, Rev 0.1



VIRTUAL
BROADCASTING
INFORMATION

Prepared for VBIC

6. Enterprise wide Claims based Identity Management for Application
& User

Enterprise wide Claims based Identity Management for Application & User

(High performance in Azure provided — Current Infrastructure too weak)
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7. Enterprise wide Claims based Identity Management for Applications

Enterprise wide Claims based Identity Management for Application
(Claims based Identity Management for user welcome but just optional)
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8. Enterprise wide Claims based Identity Management for non-SAML

Applications

Enterprise wide Claims based Identity Management
for non-SAML Applications

(High performance in Azure provided — Current Infrastructure too weak)

Credentials| ldentity providers

WAAD

(Windows Azure Active

Directory Access Control)

Application
Provider

Web Application
. Censumer
Web Service Code
H 3" Party
(Relying party)
Claims Processing
In Validation Mode
>
0
w
Trust —
oy 2
om o
=} =3
[}
Q.
3 =
<
g
)
>
<<
wv
3
X 1%)
° ©
o E=]
c c
oo (7] Output Claims
" ©
G.)
o
o
SWT Token
(App)
SAML Token
Signed Key D STS
From Trust from ACS to service ACS Signs Output (User)
| —— > Token

—

Application

A S

Data

OData

© VBIC

Corporate Binding Rule Scheme (CBRS) v 0.1, Version .1 Draft
*Prepared by Olaf Cames
Corporate Binding Rule Scheme (CBRS) v 0.1” last modified on 9/28/13, Rev 0.1

Page 9



VIRTUAL
BROADCASTING
INFORMATION

Prepared for VBIC

9. Minimum Procedure for external app interfacing

Enterprise wide Claims based Identity Management for Application
(Minimum procedure for external app interfacing)
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10. Standard Conversation - OOTB

Enterprise wide Claims based Identity Management for Application
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11. Enterprise wide Claims based Identity Management for

Application & User

Enterprise wide Claims based Identity Management
for Application & User
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12.
optional

Enterprise wide Claims based Identity Management for Application

(Claims based Identity Management for User welcome but just optional)
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13. Minimum security procedure for external app interfacing

Enterprise wide Claims based Identity Management for Application
(Minimum security procedure for external app interfacing)
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14. Minimum security procedure for external app interfacing

AD+RACF+SAP"+Oracle Integration
Delivering SAML/Oauth® Token for User

(Not capable to deliver SAML App Security)

Windows
Azure

Security Token - incoming claims SecurltyToken - outgoing claims
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1
Application
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Duett 2.0 + RACF +
Oracle Identity
1
1 -
7 Application
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1
] Data
Security
Token Service
1
OData"
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15. Application Normative Framework (PoC candidates)

Application Normative Framework
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16. Evidence that information being used or stored by
applications is adequately protected

ISO/IEC Certification for Application Security
& I1SO Standard 15048

Architecture/Design/Implementation for Product certification to comply with ISO/IEC 15048. This
Security Certificate confirms the results of testing according to the CC/ITSEC

Suitability Analysis

demonstrates that the security functionality of the TOE is capable of satisfying the security claims

Binding Analysis
demonstrates that the security functions of the TOE are mutually supportive Architectural Desi gn

in satisfying the security claims of the TOE . 3
is a top-level design document

Ease of Use Analysis
demonstrates that it is not possible to operate the TOE in an
insecure manner whilst believing it to be operating securely

Detailed Design
is a refinement of the Architectural Design

Construction Vulnerabilities Analysis

analysis investigates vulnerabilities in constructing the TOE

ISO/ITSEC Certification Standard 15048

Operational Vulnerabilities Analysis .
analysis similarly investigates vulnerabilties level of detail that can be used

in operating the TOE as a basis for implementation
(Training)

Integration of security processes
and activities based on
International Standards

Microsoft Datacenters

ISO/IEC 27001
Windows Azure

4

identifies all security enforcing components

ISO/IEC 27304 test that the security claims refined in the
Application Security Detailed Design are implemented correctly
Software Development Implementation deliverables

Document Processing

Development Environment
including Configuration Control, Programming Languages
and Compilers and Developers Security

Operational Documentation
(User Documentation and Administration Documentation);

Operational Environment
(Delivery and Configuration, and Start-up and Operation).
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17. Corporate Binding Rule Scheme (CBRS)

Corporate Binding Rule Scheme (CBRS)
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